BGP - podstawy dziatania,
polityka w sieciach TCP/IP.
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O czym ta mowa...

- routing w sieciach TCP/IP (forwarding/routing
statyczny/dynamiczny, link state, distance vector)

- BGP zasady funkcjonowanie, pojecie AS, prefix, as_path
- wiecej o BGP:

atrybuty

filtrowanie

rout mapy

community
- przyktadowa konfiguracja

- Quagga

32
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Pojecia pierwotne...;)

FORWARDING
ROUTING
PROTOKOLY ROUTUJACE
DYNAMICZNE/STATYCZNE

LINK-STATE/DISTANCE-VECTOR(PATH-VECTOR)
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BGP $ AAAHIII 4
BGP = Border Gateway Protocol

EGP — Exterior Routing Protocol

Policy Based — bardzo polityko-lubny
EGP dzisiejszego internetu

podobno skomplikowany (cos w tym jest..)

Protokol typu Distance-Vector (cho¢ w zasadzie
Path-Vector)

30
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Pojecie AS — to fundament BGP:)

#whoi s as8246

aut - num
as- nane:
descr:
descr:
descr:
descr:

AS8246

| NTERNET- TECHNOLOG ES- POLSKA- AS
| nt er net Technol ogi es Pol ska

GIS Internet Partners
al . N epodl egl osci 69
02- 626 Warsaw, Pol and

29
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BGP to wymiana informacj
pomiedzy AS
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Money talks...
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Jak to dziata?

'
| R

BGP route =
prefixy + atrybuty

26
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Ustanawianie potaczenia

* [dle

* Connect

* OpenSent
* Active

* Confirmed
* Established

rout er - bgpd# show i p bgp nei ghbors 157.25.1.16
BGP nei ghbor 1s 157.25.1.16, renote AS 8246, |ocal AS
29620, external |ink

Description: "Link do GIS

BGP version 4, renote router ID 157.25.1.16

BGP state = Established, up for 01w0d15h

25
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Typy pakietow BGP

OPEN MESSAGE - pakiet ten jest wymieniany pomiedzy routerami zaraz
po zestawieniu sesji TCP. Przekazywane sgq w nim podstawowe informacje
potrzebne do skonfigurowania potaczenia.

UPDATE MESSAGE - jest to typ pakietu najczesciej wymieniany. W nim
znajduje sie informacja o trasach dodawanych lub usuwanych oraz
ZWigzanymi z nimi parametrami.

NOTIFICATION MESSAGE - przesytany jest w sytuacji wystgpienia
jakiegokolwiek btedu. Po wystaniu tego typu pakietu potgczenie BGP jest
przerywane.

KEEPALIVE MESSAGE - wysyfane s kiedy sesja BGP jest zestawiona,
majq one za zadanie podtrzymanie sesji BGP. Co 60 sekund przesytany
jest pakiet o wielkosci 19 bajtow. Rutery informujq sie za pomocqg tych
pakietow, ze pofgczenie jest wcigz aktywne. W przypadku gdy router
otrzyma pakiet UPDATE nie jest konieczne wysytanie pakietu KEEPALIVE
przez dany okres czasu.
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Najczescie] spotykane
konfiguracije

MULTIHOMING -2 i wiecej dostawcow
S = -
TRANSIT AS \Q
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BGP Route Processing

Receive Apply Policy = Based on Best and Apply policies Transmit
BGP filter routes & Attribute Alternate only to BGP
Updates tweak attributes Values Routes Best Routes! Updates

Appl}r ‘Imporl: B Best unte BGP Route | Appl}-' _Expm‘t
Policies Selection Table Policies
T

Install Best Routes

Only this is

Detailed in

RFC 1771
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Atrybuty BGP

well-known mandatory
as-path
next-hop
origin

well-known discretionaly
local preference
atomic aggregate

optional transitive
aggregator
communities

optional non-transitive
MED - multi exit discriminator
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AS Path Attribute =

= D
135.104.0.0/16 AS1849 ?
>

AS Path =702 701 144

T T - — =
135.104.0.0/16 -
AS Path =701 144 AS702
_ _ Pl 135.104.0.0/16
B AS Path = 5459 5413 1 144

Ty

AS5459?

135.104.0.0/16 135.104.0.0/16
AS Path =144 AS Path =5413 1 144

. B
AS144 - P
;# AS5413
135.104.0.0/16 % 5
4 = 4 135.104.0.0/16 A
Route Originated AS Path =144 AS Path=1 144
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as path w procesie BGP

rout er- bgpd# show ip bgp 161.12.12.0
BGP routing table entry for 161.12.12.0/22
Pat hs: (2 avail able, best #1, table Default-IP-Routing-

Tabl e)
Not advertised to any peer
12968 3549 3356 <- AS- PATH

62.111. 160. 101 from 62. 111. 160. 101 (213. 134. 144. 1)
Oigin IGP, |ocal pref 100, valid, external, best
Last update: Tue Dec 30 17:24:48 2003

8246 5588 1239 3356 <- AS- PATH
157.25.1.16 from 157.25.1.16 (157.25.1.16)
Oigin I GP, | ocal pref 100, valid, external
Communi ty: 5588: 1001 5588: 3001 8246: 667 8246: 1080
Last update: Tue Dec 23 07:24:15 2003
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local preference

local_preference =100

18
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MED

metric=0
-

('A—E; 100

I

metric =120 metric = 200
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communities

Internet
no-export
no-advertise
local-as

Vi X: ~# whoi s as8246 | grep 8246: | nore
remar ks: 8246: 666 Pol i sh operators ( TPNET+NASK+PCOL34)
remar ks: 8246: 667 Forei gn operators (EBONE, SPRI NT)

rout er - bgpd# show i p bgp community 8246: 666

BGP table version is 0, local router IDis 195.149.118.1

Status codes: s suppressed, d danped, h history, * valid, > best, | -
| nt er nal

QOigin codes: i - IGP, e - EG, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 32.239.31.0/ 24 157.25.1.16 0 8246 5617 2686 ?
*> 32.239.135.0/24 157.25.1.16 0 8246 5617 2686 ?
*> 80.48.0.0/13 157.25.1. 16 0 8246 5617 |
*> 80.249.0.0/ 20 157.25.1.16 0 8246 8308 24671 i
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Wybor najlepszej sciezki w BGP

Jesli NextHop jest niedostepny przechodzimy do pkt 2
Wybierana jest sciezka z najwyzszym atrybutem WEIGHT
Jesli WEIGHT sa identyczne wybierana jest z najwyzszym Local-Preference

Jesli Local-Preference sa rowne wybierz trase, ktora pochodzi z procesu BGP
pracujacego na tym routerze

Wybierz najkrotszy AS-PATH

Jesli wszystkie Sciezki pochodza spoza routera wybierz te z najnizszym
origin type (IGP<EGP<INCOMPLETE)

Wybierz sciezke z najnizszym MED.
Perferuj sciezke :"zewnetrzna nad ,,wewnetrzngy”

Jesli sychronizacja jest wylaczona, wybierz najblizsza sciezke pochodzaca z
IGP

Wybierz trase o najnizszym adresie IP, ktory wskazuje na router id
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rout er
nei g
nei g
nei g
nei g
nei g
nei g

—_— ) ) D D D

bgp
hor

DOr
DOr
DOr
DOr
DOr

peer-group

31400

wan- | I nk peer-group

wan-link filter-list 1 out
172.16.11. 1 peer-group wan-1| i nk
172.16.11.1 renote-as 100
10. 0. 0. 2 peer-group wan-1|ink
10.0.0.2 renote-as 200
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Filtrowanie

Filter list

router bgp 100

neighbor 172.16.65.11 filter-list 11 in
neighbor 172.16.65.11 filter-list 1 out

ip as-path access-list 1 permit “~200$
ip as-path access-list 1 deny “300
ip as-path access-list 11 permit “400

Distribute list

access-list 15 deny ip 172.15.0.0 0. 0. 255. 255
access-list 15 permt ip 172.16.0.0 0. 0. 255. 255

router bgp 31400

nei ghbor 172.16. 11. 254 renot e-as 31400
nei ghbor 172.16.11.254 distribute-list 15 in
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Filtrowanie cd...

Prefix list
router bgp 29620
...neighbor 157.25.1.16 prefix-list lista-10 in

ib.prefix-list |1 sta-10 seq 10 deny 0.0.0.0/0
Ilp prefix-list lista-10 seq 20 permt any

Community list

Ip community-list 50 permt 8246: 666
I p community-list 50 permt 8246: 100
Ilp community-list 1 permt 100:1 100:2
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11

ROUTE MAP

router bgp 29620

nei ghbor 157.25.1.16 route-map | ocal only out
nei ghbor 157.25.1.16 route-map gts in

| p as-path access-|i st
| p as-path access-|i st
| p as-path access-|i st
| p as-path access-1i st
| p as-path access-|i st

route-nmap gts pernmt 10

mat ch as-path 30

30
40
40
45
50

perm t
perm:t
perm t
perm:t
permt

set | ocal -preference 100

route-map localonly permt 10

mat ch as-path 50

route-nmap cdp permt 10

mat ch as-path 40

A8246
A12968$

A12968 [0-9]*$
A12968

NP
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Prependowanie AS

router bgp 100
network 172.16.0.0
nei ghbor 10.0.0.1 renote-as 200
nei ghbor 10.0.0.1 route-map SETPATH out

rout e- map SETPATH
set as-path prepend 100 100
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Przyktadowy schemat w
konfiguracji Multihoming

&3

rauter B
AL 200

&9

router
A5 300

172.16.31.24/30

192 163.0.1/30 172.16.31.1/30

ethd |10.10.10.1/30

010102480
rrf,,_. o . ___\\

( LAN: 10.10.10.0/24 )
—-——

'l"'ﬁ-..
- ¥
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9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

Konfiguracja bgpd (Quagga)

router bgp 100

network

neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor

neighbor
'

10.10.10.0/24

192.
192.
192.
192.
.16.31.
172.

172

172

168.0.
168.0.
168.0.
168.0.

16.31.

.16.31.
172.

16.31.

1

RRRRRRR

ip prefix-list 10 seq

remote-as 200

description “Link do ISP 1”
prefix-list 10 in
route-map localonly out
remote-as 300

description "Link do ISP 2”
prefix-list 10 in
route-map localonly out

10 deny 0.0.0.0/0

ip as-path access-list 50 permit “*$

route-map localonly permit 10
match as-path 50
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P Ao ©ONOOAWN =

Konfiguracja zebra (Quagga)

hosthname router-zebra
password 8 XXxxxXx

enable password 8 xxxxxxxx
log file /var/log/quagga.log
log trap informational

log record-priority

service advanced-vty
service password-encryption
|

interface ethO

description “Siec wewnetrzna’
link-detect

ip address 10.0.0.1/24
!

15
16
17
18
19
20
21
22
23
24
25
26
27

interface eth1

description "ISP 1 — AS200"
link-detect

ip address 192.168.0.2/30
!

interface eth2

description “ISP 2 -AS300”
link-detect

ip address 172.16.31.2/30
!

interface lo

ip address 127.0.0.1/8
!
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ethereal — czyli naga prawda o BGP

przyktadowy pakiet BGP:
http://www.poznan.linux.org.pl/wyklad/materialy/20040107/zrzutekranu1.png

UPDATE msg z witdrawn routes:
http://www.poznan.linux.org.pl/wyklad/materialy/20040107/zrzutekranu2.png

Pakiet BGP z atrybutami:
http://www.poznan.linux.org.pl/wyklad/materialy/20040107/zrzutekranu3.png

NOTIFICATION msg:
http://www.poznan.linux.org.pl/wyklad/materialy/20040107/zrzutekranu4.png

Zestawianie sesji BGP TCP/IP
http://www.poznan.linux.org.pl/wyklad/materialy/20040107/zrzutekranus.png
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BGP okiem t cpdunp

gamma: ~# tcpdunp -i eth2 port 179

tcpdunp: listening on eth2

22:40: 29. 850573 host-ipl01-160.crow ey. pl.bgp > host-ip62-199.crow ey. pl.58266: P
367:386(19) ack 1 win 16137: BGP (KEEPALIVE) [tos OxcO] [ttl 1]

22:40: 29. 850622 host-i p62-199. crow ey. pl . 58266 > host-i pl01-160.crow ey. pl . bgp: . ack
386 wi n 20904 (DF)

22:40: 32. 962497 host-i p62-199. crow ey. pl . 58266 > host-i pl01- 160.crow ey. pl . bgp: P 1:20
(19) ack 386 win 20904: BGP (KEEPALI VE) (DF)

22:40: 33. 165747 host-ipl01-160.crowl ey. pl.bgp > host-i p62-199.crow ey. pl.58266: . ack 20
win 16118 [tos OxcO] [ttl 1]

22:40:42. 119417 host-i pl01-160.crow ey. pl.bgp > host-ip62-199.crow ey. pl.58266: P
386:441(55) ack 20 win 16118: BGP [| BGP UPDATE] [tos OxcO] [ttl 1]

22:40: 42. 119461 host-i p62-199. crow ey. pl . 58266 > host-ipl01-160.crow ey. pl.bgp: . ack
441 wi n 20904 (DF)

22:41:12. 487287 host-ipl01-160.crowl ey. pl.bgp > host-ip62-199.crow ey. pl.58266: P

754: 785(31) ack 20 win 16118: BGP (UPDATE: (Wthdrawn routes: 8 bytes)) [tos OxcO] [ttl
1]

22:41:12. 487332 host-i p62-199. crow ey. pl . 58266 > host-i pl01- 160.crow ey. pl . bgp: . ack
785 wi n 20904 (DF)

22:41:12. 498122 host-ipl01-160.crowl ey. pl.bgp > host-ip62-199. crow ey. pl . 58266:
785:1321(536) ack 20 win 16118: BGP [| BGP UPDATE] [tos OxcO] [ttl 1]

22:41:12. 498155 host-i p62-199. crow ey. pl . 58266 > host-i pl01-160.crow ey. pl. bgp: . ack
1321 win 20904 (DF)

22:41:12. 502497 host-ipl01-160.crow ey. pl.bgp > host-ip62-199.crow ey. pl.58266: P
1321: 1360(39) ack 20 win 16118: BGP [tos OxcO0] [ttl 1]

22:41:12. 502528 host-i p62-199. crow ey. pl . 58266 > host-i pl01-160.crow ey. pl.bgp: . ack
1360 wi n 20904 (DF)
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Informacja o wskazanym prefixie

rout er - bgpd# show i p bgp 217.153. 107.0
BGP routing table entry for 217.153.0.0/16
Pat hs: (2 avail abl e, best #1, table Default-IP-Routing-Table)
Not advertised to any peer
8246
157.25.1.16 from 157.25.1.16 (157.25.1.16)
Oigin |G, l|ocal pref 250, valid, external, best
Last update: Mn Mar 29 05:26: 28 2004

12968 8246
62.111. 160. 101 from 62. 111. 160. 101 (213.134.144.1)
Qigin |G, |ocal pref 100, valid, external
Last update: Sun Mar 28 21:52: 08 2004

router-zebra# show ip route 217.153. 107.0
Routing entry for 217.153.0.0/16
Known via "bgp", distance 20, netric 0, best
Last update 2d16h25m ago
* 157.25.1.16 (recursive via 217.153.71. 33)
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Informacje o AS w procesie BGP

rout er - bgpd# show i p bgp regexp 5617%
BGP table version is 0, local router IDis 195.149.118.1

St at us codes: s suppressed, d danped, h history, * valid, > best, i - internal
Origin codes: I - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 63.167.185.0/24 62.111.160.101 0 12968 3549 1239
25617 i
*> 80.48.0.0/13 157.25.1.16 150 0 8246 5617 |
* 62.111. 160. 101 0 12968 24748 5617 i
*> 83.0.0.0/11 157.25.1.16 150 0 8246 5617 |
* 62.111. 160. 101 0 12968 24748 5617 i
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Informacja o wybranym AS

rout er-bgpd# show i p bgp regexp "8246%

BGP table version is 0, local router IDis 195.149.118.1

Status codes: s suppressed, d danped, h history, * valid, > best, i -
| nt er nal

Oigin codes: i - IG, e - EG, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 195.94.192.0/19 157.25.1.16 0 8246 i
*> 217.8.160.0/19 157.25.1.16 0 8246 |
*> 217.153.0.0/16 157.25.1.16 0 8246 i

Total nunber of prefixes 3
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Podsumowanie informacji o
zestawionych sesjach BGP

rout er - bgpd# show i p bgp summary

BGP router identifier 195.149.118.1, |ocal AS nunber 29620
43688 BGP AS- PATH entries

322 BGP community entries

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver 1 nQ Qut Q Up/ Down
St at e/ Pf xRcd

62.111. 160. 101 4 12968 6575310 31966 0 0 0 4d17h27m
128107

157.25.1.16 4 8246 1226765 31877 0 0 0 01w0d15h
129167

Tot al nunber of nei ghbors 2

gamma:. ~# ip route | grep 217.153.71.33 |wc -1

98072

gamma:. ~# ip route | grep 62.111.199.61 |wc -
31419

gamma: ~# ip route | wc -1
129492
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